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1. Purpose

The purpose of this document is to define the acceptable use of social media sites by 
councillors and staff when representing Copeland Borough Council (the Council) in the public 
domain.

The policy is intended to ensure that social media is used in a way that is positive, effective and 
lawful; and does not compromise the Councils’ business, reputation, information or computer 
systems and networks.

Social media sites must be utilised responsibly and with respect for the law, the professional 
reputation of the Council, and the personal impact it can have on the individuals there-in. 

All Copeland Borough Council councillors and employees are expected to follow this policy and 
guidance.

The following risks to the Council have been identified in relation to the use of social media 
(this is not an exhaustive list):

 Breach of the code of conduct for members through inappropriate use.
 Virus or other malware (malicious software) infection from infected sites.
 Disclosure of confidential information.
 Damage to the Council’s reputation.
 Social engineering attacks (also known as ‘phishing’).
 Bullying or witch-hunting.
 Civil or criminal action relating to breaches of legislation.
 Breach of safeguarding using images or personal details leading to the exploitation of 

vulnerable individuals.

Considering these risks, the use of social media sites should be regulated to ensure that such 
use does not damage the Council, its employees, councillors, partners and the people it serves.

This policy aims to ensure:
 A consistent and corporate approach is adopted and maintained in the acceptable use 

of social media.
 Council information remains secure and is not compromised by social media.
 Users understand and operate within existing policies, guidelines and relevant 

legislation.
 The Council’s reputation is not damaged or adversely affected.

This document provides guidance on:
 The acceptable use of social media.
 The effective management of social media usage. 
 How to minimise or mitigate the risks and pitfalls associated with social media usage.
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2. Introduction

Copeland Borough Council like many other local authorities and public sector agencies is 
increasingly looking to social media to engage with a wider audience and provide a two way 
dialogue with the public.

Social media is a rapidly expanding form of communication and encompasses all sorts
of internet sites, with the most popular probably being Facebook and Twitter. Such 
sites are no longer just the domain of young people and they offer great potential, if
used right, to reach a wide cross section of the population. 

The biggest difference between traditional forms of communication such as 
newspapers, radio & television and social media sites, is that with social media it is the user 
who is generating the content. This means they require a different approach and are not as 
easily controlled.

Benefits that social media can bring for Copeland Borough Council
As a Council, we have a mandate to be open and transparent in all we do. This means we need 
to find ways to communicate effectively with our residents, whatever their age, background, 
levels of literacy etc. New technology and social media gives us increasingly more ways of 
doing this. 

Given the nature of sites such as Facebook we also have a greater chance of 
stimulating debate and receiving feedback on our services. Such sites are a good way of 
monitoring customer satisfaction. 

It allows us an additional value-for-money way of consulting with residents (in addition to the 
informal dialogue that it provides). We can target our message, link to questionnaires and 
repeatedly push people to respond.

Social media is a very swift way to communicate when necessary, for example in emergencies 
or when a message needs to be spread quickly. A message can be posted immediately and 
people asked to share.

We need to embrace social media but we also need some clear guidelines on how we promote 
ourselves on there and how we regulate staff contributions.

3. Scope

This document applies to all Councillors, Committees, Departments, Partners, Employees of 
the Council, contractual third parties and agents of the Council, when representing Copeland 
Borough Council; all of which will be referred to as councillors and employees hereinafter.

The policy advocates the acceptable usage and conduct of all councillors and employees when 
participating in any social media site, whether listed here or not, to represent Copeland 
Borough Council in the public domain.
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Copeland Borough Council may choose to use any social media site to publish the 
views of the Council, information and news. This policy applies to any social media site 
deemed fit for purpose to represent the views, news and information provided by the 
Council and published in the public domain.

4. Definitions

The definition of Social Media site in relation to this policy is:

Any site or service on the internet where content may be created or published and 
adapted by people who use the sites and tools and which allows a two-way 
conversation.

Examples of Social Media sites and tools include:

• Facebook
• MySpace
• Twitter
• Blogs
• YouTube
• Instagram
• Snapchat

• Flickr
• Wikis 
• Wikipedia
• LinkedIn
• DeA Communities
• Discussion Forums

This is not an exhaustive list and only gives examples of sites. It includes any sites 
which may emerge after the creation of this policy where Copeland Borough Council 
could be represented via online participation.

5. Policy Details

When representing the Council, all councillors and employees should use social media in a way 
that is positive, respectful and lawful; 
All councillors and employees are expected to follow the guidelines set out in this policy.

Personal responsibility
Councillors and employees are personally responsible for the content that they publish on any 
form of social media. 
Publishing or allowing to be published (in the form of a comment) an untrue statement about a 
person which is damaging to their reputation may incur a libel action.

Social media sites are in the public domain and it is important to ensure you are confident of 
the nature of the information you publish. Once published, content is almost impossible to 
control and may be manipulated without your consent, used in different contexts, or further 
distributed.  
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Appendix A lists an extended set of guiding principles and actions that all councillors and 
employees must follow to ensure the acceptable use of social media sites.

Conduct
Many Copeland Borough Council employees and councillors are probably already using sites 
such as Facebook in their own time. This is fine but we still need to ensure that any reference 
to the Council is positive and helpful.

Anyone receiving threats, abuse or harassment via their use of social media should report it to 
the police.  If a threat, abuse or harassment is made by a Councillor, the matter may be 
referred to the Monitoring Officer under the Code of Conduct.  If a threat, abuse or 
harassment is made by an employee, the matter may be referred to the relevant Line Manger 
or Director under the Employees Code of Conduct.
Guidance on capturing Social Media Posts is included at Appendix B.

Other violations of this policy, such as breaching the Data Protection Act, could lead to criminal 
or civil action being taken against the Council or the individual(s) involved.

The Council reserves the right to request the removal of any content that is deemed to be in 
breach of the Code of Conduct for members or Employees Code of Conduct.

Councillors are reminded that in respect of social media, they are governed by the Code of 
Conduct for members and relevant law. 

Breaches of this policy may amount to a breach of the Council’s code of conduct for members 
and failure to comply with this policy could result in action being taken in accordance with the 
Council’s Code of Conduct.

A formal complaint may be made to the Monitoring Officer, who will review the complaint, 
consult with the Independent Person, and then give their decision on how the complaint will 
be dealt with.

Care should particularly be taken in respect of councillor Facebook pages and Ward Facebook 
pages. Here a Councillor could easily be assumed to be acting as a Councillor for the purposes 
of the Code of Conduct or that the page is associated with, or under the control of the Council.
Councillors and officers entering posts on such pages must ensure that the post is not 
disrespectful to any person and that they do not bring the office of councillor or the Council 
itself into disrepute. Such posts will be a breach of the code of conduct.

Aspects of the Members’ Code of Conduct will apply to blogs. 
Members should comply with the general principles of the Code in what they publish (and 
what they allow others to publish).

Blogging guidance for Councillors is included at Appendix C.
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The following guidance is not exhaustive and if you have any queries you should contact the 
Monitoring Officer.

Employees are reminded that in respect of social media, they are governed by the Employees 
Code of Conduct and relevant law. 

Breaches of this policy may amount to a breach of the Employees code of conduct, and failure 
to comply with this policy could result in disciplinary action being taken.
Employees should direct concerns or complaint to their line manager.

Risks
Copeland Borough Council recognises that there are risks associated with the use of social 
media sites.

This policy aims to mitigate the following risks:

 Unauthorised access to PROTECTED and RESTRICTED information.
 Unauthorised introduction of malicious software and viruses.
 Potential sanctions against the Council or individuals imposed by the Information 

Commissioner’s Office as a result of information loss or misuse.
 Potential legal action against the Council or individuals as a result of information 

loss or misuse.
 Council reputational damage as a result of information loss or misuse.

Non-compliance with this policy could have a significant effect on the efficient operation of the 
Council and may result in financial loss and an inability to provide necessary services to our 
customers.

The key thing to remember when publishing anything, in particular to social media sites, is 
that once you press ‘send’ it is there for all the world to see. What might seem appropriate 
or humorous in the heat of the moment could backfire in the long term. Before publishing it 
is important to stop and think about the consequences of what you are saying.

6. Roles and Responsibilities

 Elected Mayor and elected members – Must carry out their representations and duties 
in line with this policy and guidance.

 All Employees - Must carry out their representations and duties in line with this policy 
and guidance. 

 ICT Officers – Provision of equipment and facilities only.  ICT Policies.
 Communications Officers – Manage the Councils Social Media sites. 
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The following table identifies who within Copeland Borough Council is Accountable, 
Responsible, Informed or Consulted with regards this policy.  

Responsible - for the creation and update of this policy MIS Manager.

Accountable - the person who has ultimate accountability 
and authority for this policy

Director of Commercial and 
Corporate Resources.

Consulted - the person(s) or groups to be consulted prior to 
final amendment and sign off

Communications, Overview 
and Scrutiny Committee.

Informed - the person(s) or groups to be informed of this 
policy

Councillors, Committees, 
Departments, Partners, 
Employees of the Council, 
contractual third parties and 
agents of the Council.

7. Policy Monitoring
The policy will be reviewed and updated every two years, or as and when updates to 
legislation require. 

Incidents/complaints of a social media nature involving members, will be reported to the 
Audit and Governance Committee on a regular basis, in the normal way.

Complaints against staff will be dealt with using existing disciplinary procedures.

8.  References

The following Copeland Borough Council policy documents are directly linked to this policy, 
and maybe referenced in relation to this policy:

 Email Policy.
 Internet Acceptable Use Policy.
 Software Policy.
 Government Connect Secure Extranet (GCSx) Acceptable Usage Policy and Personal 

Commitment Statement.
 Legal Responsibilities Policy.
 Code of Conduct for Members
 Employees Code of Conduct
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Appendix A

Guiding principles and actions for the use of social media sites.
This policy must be applied whenever Councillors, Committees, Departments, Partners, 
Employees of the Council, contractual third parties and agents of the Council use social media 
websites to represent the Council in the public domain.

Principles
General principles for using social media
Councillors and employees are should follow these five guiding principles for any social media 
activities:

 Be respectful
At all times, be polite, open, respectful, cordial, honest and professional.

 Be credible and consistent
Make sure you are accurate, fair, thorough and transparent.

  
 Be honest about who you are

It is important that any account or profile you set up is clearly and easily 
identifiable.

 Be responsive
Respond to questions and comments in a timely manner.

 Be confident
Don’t fear participating. 
Feel confident in what you say before you say it – and say it as clearly as you can.

Actions
1. Make use of stringent privacy settings if you don’t want your social media to be 

accessed and make sure you understand their confidentiality/privacy settings.

2. Do not disclose personal details such as home addresses and telephone numbers. 
Ensure that you handle any personal or sensitive information in line with the 
Council’s Data Protection Policy.

3. Do not publish or report on meetings which are private or internal (where no 
members of the public are present or it is of a confidential nature) or are Part 2 
reports (which contain confidential information or matters which are exempt under 
the provision of the Local Government (Access to Information) Act 1985). Use of 
social media in meetings must comply with the protocol for the use of hand held 
electronic devices during any meeting held under the auspices of the Council.
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4. Copyright laws still apply online. Placing images or text from a copyrighted source 

(e.g. extracts from publications or photos) without permission is likely to breach 
copyright. Avoid publishing anything you are unsure about or seek permission from 
the copyright holder in advance.

5. Do not send or post inappropriate, abusive, bullying, racist or defamatory messages 
to members of the public, other councillors or officers either in or outside the work 
environment.

6. During the pre-election period (purdah) extra care must be taken and detailed 
guidance will be provided at that time.

7. In any personal profile of an account used in their capacity as a Councillor, it should 
be clearly stated that the views are those of the Councillor in question and may not 
represent the views of the Council.

8. Do not use the Council’s logo, or any other council related material on a personal 
account or website. 

9. Social media must not be used for actions that would put councillors in breach of 
the Council’s Code of Conduct. For example, don’t publish on social media 
something you would not say face to face, or at a public meeting.

10. Be aware of your own safety when placing information on the internet and do not 
publish information which could leave you vulnerable.

11. Anyone receiving threats, abuse or harassment via their use of social media should 
report it to the police and if the threat, abuse or harassment is made by another 
Councillor, the matter may be referred to the Monitoring Officer under the Code of 
Conduct.

12. It is recommended that in the case of Facebook, councillors wishing to keep their 
personal life and role as a councillor separate create a Facebook page which 
members of the public can like rather than using their personal profiles.

Further good practice

 It is your responsibility to maintain your page 
If you develop a presence on a site then it is your personal responsibility to keep it 
up-to-date and meaningful. Nothing is more likely to alienate contributors than posts 
that go unanswered or finding material is old and no longer relevant

 Importance of sticking to area of expertise
If you are blogging or contributing to a site, it is important that you declare an 
interest and stick to your area of expertise. Do not get drawn into commenting on 
things you don’t know about or do not have the responsibility to discuss.



Page 13 of 18

13
 Posting meaningful comments

Post meaningful, respectful comments. If you disagree with someone remain polite. 

 Be yourself i.e. let personality shine through
We can often be criticised for being dull in the way we communicate so this is one 
time when you can be more engaging. 

 Admit mistakes
If you do get something wrong in a post to a website then be sure to admit it and 
retract it as soon as possible. Do not hide behind anonymity. It is best to be open and 
honest at all times. 

Information and comments published on social media sites:
 Stay in the public domain for a long time
 Can be republished on other websites
 Can be copied, used and/or amended by others 
 Could be changed to mis-represent what was originally stated
 Can attract comments and interest from other people, organisations and the media

Remember you are representing the Council
 Never give out details of dealings with colleagues without prior permission
 Never give out details about customers, partners or 3rd parties without their prior 

consent
 If in doubt check with your manager if you are not sure what is or isn’t confidential 
 Never make offensive comments about any member of staff, customer, supplier or 

partner of the Council
 Do not use ethnic slurs
 Do not publish personal insults
 Do not use obscenities 

Do not pick fights, be the first to correct your mistakes and do not alter previous posts without 
indication you have done so.

Don’t be afraid to be yourself, but be considerate about other people’s view, especially around 
“controversial” topics such as religion or politics.
You can challenge views without being abusive.

If the media contact you about something you have published online always take their contact 
details, arrange to call them back and seek advice from the Communications department 
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Appendix B

Guidance on capturing social media posts

Posts made using third party sites such as Facebook or Twitter are not held, or within the 
control of the Council – posts can be deleted by site administrators without knowledge or 
consent of the Council. In exceptional circumstances, copies of posts may be made and 
retained by the Council (e.g. as evidence of inappropriate posts).

Where inappropriate use is suspected, it is suggested that you should pro-actively attempt to 
capture any inappropriate posts (before they might be deleted). Copies should be made (press, 
‘alt + Print screen,’ and copy into MS Word) and reported to both the relevant authority within 
the Council, as well as following the social media sites own reporting procedures where 
appropriate. Please note that this is just one means of gathering evidence of inappropriate use; 
it does not preclude the gathering of other types of evidence, e.g. witness statements.  
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Appendix C

Blogging Guidance for Councillors

Blogging members need to be particularly aware of the following provisions:

1. Treat others with respect. Avoid personal attacks and disrespectful or rude or 
offensive comments.

2. Comply with equality laws. Avoid publishing anything that might be considered 
sexist, racist, ageist, homophobic or anti-faith.

3. Refrain from publishing anything you have received in confidence.

4. Ensure you don’t bring the Council, or your Councillor role, into disrepute.

Additional legal guidance for members who have chosen to set up and run their own 
personal blogs. 
There is clear distinction between member information published by Copeland Borough 
Council, such as the member pages on the Council’s website, and member posts which are the 
sole responsibility of the individual member.

There are important reasons for this distinction. 

Material published by the Authority is, for obvious reasons, restricted in terms of content. It 
must not contain party political material and, in relation to other material, should not 
persuade the public to a particular view, promote the personal image of a particular Councillor, 
promote an individual Councillor’s proposals, decisions or recommendations, or personalise 
issues. Nor should the Council assist in the publication of any material that does any of the 
above.
Nonetheless the Council takes the view that member blogs can make a positive contribution to 
improving community engagement and leadership.
The following is a brief guide to some of the legal pitfalls for members in establishing their own 
personal blogs. 
Almost all of these can be avoided if the content of your blog is objective, balanced, 
informative and accurate.

Libel
If you publish an untrue statement about a person which is damaging to their reputation they 
may take a libel action against you. This will also apply if you allow someone else to publish 
something libellous on your website if you know about it and don’t take prompt action to 
remove it. A successful libel claim against you could result in an award of damages against you.

 Copyright
Placing images or text on your site from a copyrighted source (e.g. extracts from publications, 
photos etc.) without permission is likely to breach copyright.
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Avoid publishing anything you are unsure about or seek permission in advance. 
Breach of copyright may result in an award of damages against you.

 Data Protection
Avoid publishing the personal data of individuals unless you have their express written 
permission.

 Bias and Pre-determination
If you are involved in determining planning or licensing application or other quasi-judicial 
decisions, extreme care should be taken to avoid publishing anything on your blog that might 
suggest you don’t have an open mind about a matter you may be involved in determining. If 
not, the decision runs the risk of being invalidated.

 Obscene material
It goes without saying that you should avoid publishing anything in your blog that people 
would consider obscene.
Publication of obscene material is a criminal offence.

This guidance is aimed at giving a general overview of the legal issues to be aware of in 
publishing your own blog. 
Further explanation can be obtained from the Legal Services Manager but Councillors should 
be aware that the content of their blogs is their own responsibility. If the content is objective, 
balanced, informative and accurate, and you maintain and demonstrate an open mind on any 
matters on which you may be called upon as a member to make a decision, you substantially 
reduce the possibility of a successful legal challenge to the content being made.


